Multi-Factor Authentication for DHRM Web Applications

Step 1: Navigate to the DHRM web site and go to Quick Links. Then select the HuRMan/ITECH link for the agency web
portal (https://secure.dhrm.virginia.gov).

Step 2: The website will redirect the user to Multi-Factor Authentication as shown:

Your Agency Web Portal

w me to HuRMan Multi-Factor Authentication

Provide your credentila 1o access HuRMan saing Mt Factor Authentication

Step 3: The user will enter their existing DHRM Web Application login credentials:

Yaur Agency Web Portal ..,

AService of the Department of Human Resource Management

Human Resource Management

Welcome to DHRM Web Applications Multi-Factor Authentication

Provide your DHRM Web Application credentials.
User Name: | |

Password: | ‘
Submit

Step 4: The user will complete Multi-Factor Authentication setup steps:
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Human Resource Management

A Service of the Department of Human Resource Management

Multi-Factor Authentication Setup

Choose your Multi-Factor Authentication preference.
This will become your default option.

O Receive Email Code: saurabh.mittal@dhrm.virginia.gov (Default Option)
® Use Authenticator App (Microsoft or Google)

Check the box below to set up the Authenticator App for DHRM Web
Applications. Note that this step is only for the Authenticator App option

Obtain New QR Image/Code for your Authenticator App

[ Submit ]


https://secure.dhrm.virginia.gov/

Step 5a: If the user chooses the Authenticator App, the following is presented:
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e osource Mencpssient A Service of the Department of Human Resource Management

Configure Authenticator App Change Authentication Method |

To use an Authenticator App, go through the
following steps:

1. Download a multi-factor authenticator app like
Microsoft Authenticator for Android and iOS or
Google Authenticator for Android and iOS.

2. Using the authenticator app you installed, scan
the QR code on this page or enter the key
below the image

3. Once you have scanned the QR code or input
the key, your multi-factor authenticator app will ZRVCOARY7PQ6ZWZHOCVZX3W6UWDWA2NL
provide you with a unique code. Enter the code
in the verification box below.

Verification Code

[ Verify |

Step 5b: If the user chooses to receive the email code, an email will be sent from noreply@dhrm.virginia.gov with the verification code
(Note: if your email is incorrect, please send an email to ihelp@dhrm.virginia.gov to correct it, and also remember to check your junk or
spam folder.)

From: noreply@dhrm.virginia.gov <noreply@dhrm.virginia.gov>
Sent: Friday, January 8, 2021 10:49 AM

To:

Subject: Virginia Department of Human Resource Management

Sent from the DHRM Multi-factor Service

Your authentication code is | SN

This may contain non-publ d or legally privileged If you are not the intended recipient, or have received this communication in error, please notify the sender immediately by reply email o by telephone and delete all copies of this communication,

including attachments, without reading them or saving them to disk

Step 6: Once the verification code (via email or authenticator app) is verified, the user is passed off to the Agency Web
Portal to log in as usual:

Your Agency Web Partal ..

Agency Web Portal Login
Please enter your username and password to access vour agency data.

Username:
Password:
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[For more information on protecting your personal information online, refer to the Citizens Guide to Quling Profestion .

Step 7: Once logged in, the user will be able to access the DHRM Web Applications as usual:

‘Welcome to the Agency Web Portal

2 the drop memu above you are pre: s o E . The aticas e - 1 to explore. analyze, and extract information. The age t2 s applicaticas you are autborized fo view have been customized for your needs,
Fo get started.
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